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Daily Overview

The San Francisco Chronicle reports a massive power outage hit San Francisco on Saturday,
December 20 −− disrupting traffic, shutting down two transit stations and disorienting
thousands of suburbanites who visit the city only a few times a year for holiday shopping.
 (See item 1)

• 

Department of Homeland Security Secretary Tom Ridge announces raise in Threat Level to
Code Orange  (See item 13)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information and Telecommunications; Internet Alert Dashboard

Other: General; DHS/IAIP Web Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: HIGH, Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. December 21, San Francisco Chronicle — Blackout puts San Francisco in the dark. A
massive power outage hit San Francisco, CA, on Saturday, December 20 −− disrupting
traffic, shutting down two transit stations and disorienting thousands of suburbanites who
visit the city only a few times a year for holiday shopping. The outage began at a major
PG&E substation at Eighth and Mission streets shortly before 6 p.m. after a fire broke
out on the second floor. When firefighters arrived, they found two transformers smoldering
and thick smoke filling the building. Ron Low, spokesperson for PG&E, said 120,000
customers −− about a third of the town −− lost power during the height of the blackout. He
added that it was unclear what caused the fire in the substation, a kind of mothership to other
substations that serve the city. The substation is a plain, windowless three−story building filled
with transformers. It takes high−voltage electricity that comes up on underground lines from
the Peninsula and then sends it out to smaller substations and customers. "This substation plays
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a significant role in our power system,'' Moreno said. The fire broke out on the second floor and
the system automatically shut down. Officials say full power should be restored by late Sunday,
December 21.
Source: http://www.sfgate.com/cgi−bin/article.cgi?file=/c/a/2003/12/ 21/OUTAGE.TMP

2. December 19, Reuters — LNG expansion offers hope and challenges to energy market. As
aging U.S. gas fields struggle to meet the ravenous demand of gas−fired power plants,
calls to increase imports of liquefied natural gas (LNG) are growing despite a potential
$100 billion price tag. The Bush administration recently met with about two dozen energy
ministers, including some from OPEC member countries, to discuss the future of LNG, a
condensed, flammable natural gas. LNG now makes up about two percent of U.S. gas use,
but some analysts believe it could rise to 20 percent by 2020. However, experts say the cost
of constructing new LNG import facilities and safety issues may hold off quick
development. An LNG project, from producing the gas to building a regasification terminal,
can run up to $10 billion, and there are risks of investing in developing countries bedded with
natural gas but plagued by social instability. Nations trying to attract LNG investment must cut
red−tape, make tax policies predictable, and have systems that enforce contracts.
Source: http://biz.yahoo.com/rc/031219/energy_lng_1.html

3. December 19, Reuters — NRC tells FirstEnergy Ohio nuke needs more work. Inspectors
from the U.S. Nuclear Regulatory Commission (NRC) told FirstEnergy Corp. at a
meeting Friday, December 19, that more work needs to be done on the Davis−Besse
nuclear power station before they are ready to recommend restarting the troubled facility.
FirstEnergy spokesperson Todd Schneider said the company will have to address certain
"safety culture" issues raised by the NRC, to be discussed at a meeting scheduled for
December 29. The 925 megawatt Davis−Besse plant, at Oak Harbor, OH, was shut for
extensive repairs in February 2002 when it was discovered that boric acid had eaten nearly all
the way through the reactor vessel's carbon steel lid in several places. "Safety culture at the
plant has improved overall ... but in last survey, taken in November, there were some
departments that showed a decline," Schneider said, referring to the latest concerns raised by
the NRC panel and plant inspectors assigned to review the Davis−Besse repair program. "The
focus of the meeting will be on operations and the plant's safety culture," he added.
Source: http://biz.yahoo.com/rc/031219/utilities_firstenergy_davisbe sse_2.html

[Return to top]

Chemical Sector

4. December 18, The Greeneville Sun (TN) — More state, federal agencies join clean−up effort
at Tennessee site. Despite freezing temperatures, efforts to clean−up a toxic chemical spill
along Interstate 81 in western Greene County continued on Wednesday at a heightened pace.
Greeneville−Greene County Emergency Management Agency Director Bill Brown said
authorities were working as quickly as possible to complete the clean−up in a safe manner, and
to determine if two affected creeks and several wells along Democrat Road were safe. When a
Greeneville Sun reporter and photographer visited the clean−up scene Wednesday afternoon,
the number of agencies and workers involved in the clean−up effort appeared to have almost
doubled since the day before. The area near the intersection of Westwood and Democrat roads
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as well as two creeks that flow from that area became contaminated as the result of a fiery
Interstate 81 collision early Sunday morning. In the collision, a northbound tractor−trailer
carrying the hazardous chemical pyrocatechol burned following a collision with a car that
was traveling south in the northbound lanes of I−81. The collision occurred on an I−81
bridge above Westwood Road, and chemical residue from the truck apparently leaked
from the bridge onto an embankment below, and migrated beneath Westwood Road and
into nearby Red Run Creek.
Source: http://www.greene.xtn.net/index.php?table=news&template=news
.view.subscriber&newsid=106751

[Return to top]

Defense Industrial Base Sector

5. December 18, Reuters — Marines returning to Iraq seek high−tech equipment. The
requests coming into the Marine Corps Warfighting Laboratory, a special unit that
identifies or develops new technology for battlefield uses, for tiny unmanned surveillance
planes, dust−controlling chemicals and troop−tracking systems by the U.S. First Marine
Expeditionary Force before their second excursion to Iraq. The queries started appearing
after reports that Iraqis opposed to the U.S. occupation have stuffed toy cars, Coke cans and
animal carcasses with explosives and remotely detonated them when troops passed. Also high
on the list is technology to track individual fighters. "One of the problems they've had is that
they've lost track of people when they've been evacuated (for medical care)," said Jim Lasswell,
who helps develop or procure technology to fulfill requests that come to the lab in Quantico,
VA. "They want to know where they're going and how they're doing." The DragonEye
unmanned reconnaissance plane has been singled out as one of the most popular new
technologies used in Iraq, and troops are begging for more. The 5−pound, battery−powered
plane is small enough to be carried in a backpack, and can be assembled and launched within
10 minutes.
Source: http://www.washingtonpost.com/wp−dyn/articles/A11843−2003Dec 18.html

[Return to top]

Banking and Finance Sector

6. December 19, SecurityFocus — Chats led to Acxiom hacker bust. A Cincinnati, OH, man
who plead guilty Thursday, December 18, to cracking and cloning giant consumer
databases was only caught because he helped out a friend in the hacker community.
Daniel Baas, 25, plead guilty Thursday to a single federal felony count of "exceeding
authorized access" to a protected computer for using a cracked password to penetrate the
systems of Arkansas−based Acxiom Corporation. The company analyzes in−house consumer
databases for a variety of companies. Information cataloged by Acxiom includes consumer's
Social Security numbers, dates of birth, gender, income, occupation, number of children,
years at residence, adults in household, and vehicle information. However, company
spokesperson Dale Ingram says the vast majority of the records Baas downloaded
consisted of less−sensitive subsets of information, like a consumer's name and address.
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During Baas' work for a contractor to Acxiom, he had legitimate access to an Acxiom FTP
server. At some point, while poking around on that server, he found an unprotected file
containing encrypted passwords and downloaded "millions" of consumer records, says
prosecutor Robert Behlen. "He didn't execute any fraud with them," says Behlen. Acxiom never
detected Baas' activity. Authorities found Baas through an Internet Relay Chat (IRC).
Source: http://www.securityfocus.com/news/7697

[Return to top]

Transportation Sector

7. December 19, Associated Press — Federal grant to increase cruise ship security. Juneau,
AK, is receiving $94,000 in federal money to help prevent terrorist attacks on cruise ships, the
port director said. The money from the U.S. Department of Homeland Security will be used
to build a barrier in the open sides of the downtown parking garage to prevent someone
from jumping through to the dock, said Port Director John Stone. The security measure
may also ward off smuggling. Stone envisions the barrier being a screen that would allow
light, require low maintenance and be aesthetically pleasing. The $94,000 is one element
among a broad set of measures Juneau has taken to prevent terrorist attacks on cruise
ships, Stone said. Stone expects to receive the money in early 2004, at which time the Docks
and Harbors Board can appropriate the money. The barrier is scheduled to be in place next fall.
The money is part of $758,569 in grants to provide for more secure ports in the state, said U.S.
Rep.Don Young, an Alaska Republican, in a statement. He said the money provides resources
for security planning and projects to improving dockside and perimeter security vital to
securing national seaports.
Source: http://www.news−miner.com/Stories/0,1413,113~26794~1841664,0 0.html

8. December 19, PrimeZone Media Network — LAX expects 2.6 million passengers during
holidays. Los Angeles International Airport (LAX) officials are estimating 2.6 million holiday
travelers will pass through the airport between Friday, December 19 through Sunday, January
4. The daily average of this year's passenger traffic is expected to be the same as last year's.
However it remains nine percent lower than the record holiday travel recorded in late December
2000 and early January 2001. Airport officials noted airlines during this year's holiday period
are continuing to fly reduced schedules, a practice that began after September 11, 2001.
Passenger volume also is expected to be off about 2.8 percent from 2002, to finish 2003 with a
total 54.6 million passengers. Heavy travel is expected on the weekend before December 25
and again on the weekend concluding January 4 as travelers stretch their holiday because
January 1 falls in the middle of the week. All available airport police and traffic officers will
be on duty. The Transportation Security Administration (TSA) has advised that its
passenger and baggage screeners' work hours are established to handle the busy holiday
period, including peak hours. The TSA and LAX officials said, "We expect everything to go
smoothly just as it did during the Thanksgiving holiday period."
Source: http://www.primezone.com/pages/news_releases.mhtml?d=50122

9. December 19, Reuters (UK) — Virgin Atlantic passengers back in Britain. Hundreds of
Virgin Atlantic passengers have landed in Britain, 24 hours late after their pilot was
charged with being drunk. Captain Richard Harwell, 55, was arrested on Friday just before he
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was due to fly a Boeing 747−400 from Washington, DC's Dulles International Airport to
London Heathrow, the airline said on Sunday. Flight VS 022 was cancelled and nearly 400
passengers were put up in hotels overnight before a replacement crew was brought in to take
them to London. Barbara Davidson, from London, traveling with her 12−week−old son, Peter,
praised security staff in Washington. "I just thought thank heavens he didn't fly us across the
Atlantic," she said. "I was very grateful that the security people who stopped him did their
jobs." A Virgin Atlantic Spokesman said the pilot was due to be arraigned at a court in the
Washington, DC area on Monday. "He has been charged with attempting to operate an aircraft
under the influence of alcohol and will face a judge tomorrow," the spokesman said. Virgin
Atlantic said it has a strict no−alcohol policy and that it had launched an internal inquiry.
"Everyone at Virgin Atlantic is shocked and surprised," the company said in a statement. "This
is unprecedented."
Source: http://www.reuters.co.uk/newsPackageArticle.jhtml?type=topNe
ws&storyID=426628&section=news

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

Nothing to report.
[Return to top]

Food Sector

10.December 18, Food Safety and Inspection Service — Chicken patties recalled. Tyson Foods
Inc., a Vicksburg, MS, firm is voluntarily recalling approximately 19,900 pounds of fully
cooked frozen grilled chicken patties that may contain pieces of metal, the U.S.
Department of Agriculture’s Food Safety and Inspection Service (FSIS) announced
Thursday. The chicken patties were produced on September 25, 2003, and were sent to
distributors in Ohio, California, Texas, Florida, Arkansas, and Indiana who in turn supply the
product to school districts. The recall was initiated after FSIS learned of consumer complaints
regarding this product. There have been no reports of injury related to this product.
Source: http://www.fsis.usda.gov/OA/recalls/prelease/pr065−2003.htm

[Return to top]

Water Sector

11.December 18, Associated Press — Federal officials sign off on San Diego water transfer.
Federal officials signed the papers needed to begin the biggest transfer of water from
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farms to cities in U.S. history, water representatives said Thursday. The U.S. Bureau of
Reclamation has notified regional water officials that 3.2 million gallons of Colorado River
water is being held in Lake Havasu, AZ, and is ready to be delivered to San Diego,CA. By
month's end, the water should begin flowing into San Diego County, the first of a 75−year
deal that will eventually provide the county with 90 billion gallons a year, roughly a third
of its future water needs. The transfer of water from the Imperial Valley to fast−growing cities
in Southern California was approved in October after years of bickering among California and
six other states. Beyond serving burgeoning urban populations, the shift is designed to curb
California's overreliance on the river. For San Diego, it means an end to decades of near total
reliance on the Los Angeles−based Metropolitan Water Authority of Southern California, a
massive urban water broker.
Source: http://www.signonsandiego.com/news/metro/20031218−1720−wst−c
aliforniawater.html

[Return to top]

Public Health Sector

12.December 19, New York Times — Flu widespread in 36 states. Influenza has become
widespread in 12 more states in the last week, bringing the total to 36, with sporadic cases in
the remaining states, the U.S. Centers for Disease Control and Prevention (CDC) said
Thursday. But the outbreaks have not reached the level of an epidemic, the CDC said.
Though many emergency rooms in the United States are filled with patients who suspect they
have influenza, only about a third have it, the CDC said in its weekly report. Some reports,
particularly from Western states that were hardest hit early in the season, focused on children
becoming seriously ill from the flu. Previously healthy children developed severe brain
inflammation or breathing difficulty, requiring support from mechanical respirators and
treatment in intensive care. But "we truly do not know if this is a worse than usual influenza
season in children," said Margaret B. Rennels, chair of the American Academy of Pediatrics
Committee on Infectious Diseases. About 36 children have died from influenza or its
complications, David Daigle, a CDC spokesman said. But, on average, 92 children die every
year from influenza. Daigle said the CDC expected to send out epidemiologists around the
country to study pediatric cases, and one element they want to study is whether other
infections are joining with the flu virus to produce some of the more severe cases.
Source: http://www.nytimes.com/2003/12/19/health/19FLU.html

[Return to top]

Government Sector

13.December 21, Department of Homeland Security — Department of Homeland Security
Secretary Tom Ridge announces raise in Threat Level to Code Orange. Secretary Ridge
said in a press briefing on Sunday, December 21, “Today, The United States Government
raised the national threat level from an Elevated to High risk of terrorist attack −− or
from Code Yellow to Code Orange. We know from experience that the increased security that
is implemented when we raise the threat level, along with increased vigilance, can help disrupt
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or deter terrorist attacks. The U.S. Intelligence Community has received a substantial increase
in the volume of threat related intelligence reports. These credible sources suggest the
possibility of attacks against the homeland around the holiday season and beyond.” He
went on, “In addition to knowing that homeland security professionals at all levels are working
to keep our communities safe, we ask individual Americans to do a few additional things during
this time of heightened alert. I have said it before −− and I am saying it again −− homeland
security begins at home. Never has that been more true. Your awareness and vigilance can help
tremendously, so please use your common sense and report suspicious packages, vehicles, or
activities to local law enforcement.”
Source: http://www.dhs.gov/dhspublic/

[Return to top]

Emergency Services Sector

14.December 19, Department of Homeland Security — Summary conclusions from national
exercise. The U. S. Department of Homeland Security (DHS) Friday, December 19, released
summary conclusions from the exercise TOPOFF 2, the largest and most comprehensive
terrorism response and homeland security exercise ever conducted in the United States. Very
early in the Department's existence, TOPOFF 2 provided DHS with a substantive
assessment of national response capability as well as recommendations for improvement.
"Our Nation must always be ready to face a serious attack, and we must have confidence
in our response capabilities," said Homeland Security Secretary Tom Ridge. "In the
Department's second month, we tested our incident management capabilities and pushed
the response envelope at the federal, state, and local level like in no exercise before."
TOPOFF 2 was conducted from May 12 to May 16, 2003, and involved federal, state, local, and
Canadian participants in a full−scale exercise that assessed how responders, leaders, and other
authorities would react to the simulated release of weapons of mass destruction (WMD) in
Seattle, WA and Chicago, IL. The exercise scenario depicted a fictitious, foreign terrorist
organization that detonated a simulated radiological dispersal device (RDD or dirty bomb) in
Seattle and released the pneumonic plague in several Chicago metropolitan area locations.
Source: http://www.dhs.gov/dhspublic/display?content=2693

15.December 19, Firehouse.com — Chicago firefighters respond to subway gas main break.
More than 75 firefighters responded to a high−pressure leak in a gas line on the north side
Friday morning, December 19. Crews capped the leaking gas line at 3425 N. Lakewood Ave.
by 11:30 a.m. The leak, called in at 10:25 a.m., triggered a Hazmat response at Addison
and Lakewood, on the north side. Residents were evacuated from the area as a
precaution. Power to the Brown Line was shut down between Belmont Avenue and Addison
Street, according to CTA spokeswoman Ibis Antongiorgi, but full service was restored by 11:30
a.m. Responding firefighters called a Level 1 hazardous materials response, and the call was
upgraded to a Level 2 and a still−and−box alarm at 10:30 a.m., Gault said. He said the
still−and−box alarm was called to "bring in the manpower" and not because there had been any
reports of fire. A spokesman for Peoples Energy said a city sewer crew working in the area hit
the gas line.
Source: http://cms.firehouse.com/content/article/article.jsp?section Id=46&id=23483
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16.December 19, The Straits Times (Singapore) — Civil defense beefs up anti−terror skills. The
threat of terrorism has, in two years, given the Singapore Civil Defence Force (SCDF) a new
look, as more officers are recruited, skills upgraded and special emergency strategies adopted.
SCDF Commissioner James Tan, in an update on the force's activities, told The Straits Times
that regular officers now number 2,000, with 10 per cent more junior officers and two per cent
more senior officers. Every officer has also been trained to handle hazardous materials
(Hazmat) and can conduct search−and−rescue operations in contaminated areas, said
Tan, 56, who has headed the SCDF since 1992. Previously, only firefighters in the four
Hazmat fire stations − Sengkang, Alexandra, Tuas and Jurong Island − were equipped to
fully deal with hazardous materials. Among the new skills they have learned are basic
decontamination and how to prevent leakages from spreading. Equipment such as suits and
masks have also been procured for them, added Tan. The officers from the four Hazmat stations
have meanwhile further improved their knowledge of hazardous materials. They can now
identify such materials on the spot using the latest detection equipment.
Source: http://straitstimes.asia1.com.sg/singapore/story/0,4386,2261 61,00.html

[Return to top]

Information and Telecommunications Sector

17.December 19, Government Computer News — FCC investigates smart radios. A notice of
proposed rule−making released Wednesday, December 17, by the Federal Communications
Commission (FCC) seeks ideas on how to encourage use of smart radios, or wireless
communications devices that are more flexible at using RF spectrum. FCC chairman Michael
Powell said that smart radio technologies will become necessary. There is a shortage of
spectrum for new wireless services, while much of the spectrum already allotted goes unused.
“Because they can use different frequencies and modulation techniques, smart radios
could also translate signals between different radio systems,” Powell said. “In an
emergency, firefighters from one jurisdiction could more effectively communicate with
firefighters in another.” Additional information about Order FCC 03−322 is available online:
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC−242312 A1.pdf
Source: http://www.gcn.com/vol1_no1/daily−updates/24484−1.html

Internet Alert Dashboard

Current Alert Levels

AlertCon: 1 out of 4
https://gtoc.iss.net

Security Focus ThreatCon: 1 out of 4
http://analyzer.securityfocus.com/

Current Virus and Port Attacks

8

http://straitstimes.asia1.com.sg/singapore/story/0,4386,226161,00.html
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-242312A1.pdf
http://www.gcn.com/vol1_no1/daily-updates/24484-1.html
https://gtoc.iss.net
http://analyzer.securityfocus.com


Virus: #1 Virus in the United States: WORM_LOVGATE.G
Source: http://wtc.trendmicro.com/wtc/wmap.html, Trend World Micro Virus Tracking Center
[Infected Computers, North America, Past 24 hours, #1 in United States]

Top 10
Target
Ports

135 (epmap), 1434 (ms−sql−m), 6129 (−−−), 80 (www), 4000
(Connect−BackBackdoor), 137 (netbios−ns), 1524 (ingreslock), 25
(smtp), 901 (realsecure), 445 (microsoft−ds)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

[Return to top]

General Sector

18.December 21, Reuters — Saboteurs attack Iraqi oil infrastructure. An explosion ignited fuel
tanks in the Ur district of Baghdad in a pre−dawn attack Sunday, December 21. No casualties
were reported but hundreds of thousands of litres of fuel were burned. An Iraqi Oil Ministry
official said on Sunday a pipeline carrying oil products to a refinery in Baghdad was attacked
on Friday in al−Mashahdah, some 20 miles north of Baghdad. The sabotage of oil products
facilities comes at the height of a gasoline shortage crisis in the oil−rich country. Damaged
pipelines and rundown refineries alongside smuggling have left authorities struggling to
satisfy local fuel demands and Iraqis waiting in queues for hours to fill up their cars with
petrol. Lack of basic services has fueled anti−American feeling among parts of the population
despite the joy of most Iraqis after the December 13 capture of Saddam.
Source: http://www.reuters.com/newsArticle.jhtml?type=worldNews&stor yID=4028216

19.December 20, Associated Press — U.S. Navy busts drug boats in Arabian Sea. U.S. sailors
seized an estimated $3 million worth of heroin Saturday, December 20, as an Arab sailing crew
in the northern Arabian Sea tossed the bags overboard. The seizure came a day after the U.S.
Navy announced the December 15 confiscation of two tons of hashish believed tied to
Osama bin Laden's terror network. That seizure, in the Persian Gulf, was considered by
Western analysts to be some of the first hard evidence of al Qaeda links to drug
smuggling. In a daybreak raid Saturday, sailors on a guided−missile cruiser USS Philippine
Sea boarded two dhows, or traditional Arab sailing boats, and detained 21 crew members,
according to a statement issued by the U.S. Navy 5th Fleet. The Australian, British, New
Zealand and U.S. air forces had tracked the dhows for two days after receiving intelligence
information gleaned from the December 15 seizure. Rear Admiral Jim Stavridis said in the
statement that U.S. officials are "investigating potential al Qaeda connections to these
operations."
Source: http://www.foxnews.com/story/0,2933,106312,00.html

20.December 19, U.S. Department of State — Travel Warning: Colombia. The Department of
State warns U.S. citizens against travel to Colombia. Violence by narcoterrorist groups and
other criminal elements continues to affect all parts of the country, urban and rural.
Citizens of the United States and other countries continue to be the victims of threats,
kidnappings, and other violence. This threat has increased recently in urban areas, including,
but not limited to, Bogota, Cartagena, and Barranquilla. About 3,000 kidnapping incidents were
reported throughout Colombia in 2002. Since the year 2000, 27 Americans were reported
kidnapped in various parts of the country. American kidnap or murder victims have included
journalists, missionaries, scientists, human rights workers, U.S. government employees and
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businesspeople, as well as persons on tourism or family visits, and even small children. Most
kidnappings of U.S. citizens in Colombia have been committed by terrorist groups, including
the Revolutionary Armed Forces of Colombia (FARC) and the National Liberation Army
(ELN), which have been designated as Foreign Terrorist Organizations by the Secretary of
State. Since it is U.S. policy not to make concessions to, or strike deals with, terrorists, the
U.S. Government's ability to assist kidnapped U.S. citizens is limited.
Source: http://travel.state.gov/colombia_warning.html

21.December 18, Associated Press — Bullet marks seen on Ohio school buses. Schools were
closed Thursday and Friday at a district near several highway shootings after bullet
marks were found on two school buses. Officials canceled classes on Thursday, a day after
the marks were found near the taillights of the buses during maintenance inspections. The
district, which serves about 20,500 students, used the day off to inspect all of its 200 buses and
confer with a task force investigating the shootings, said R. Kirk Hamilton, superintendent of
South−Western City Schools. No other bullet marks were found during the inspection, he said.
Investigators have not said if the bullet marks are linked to 16 shootings along Interstate 270.
One woman died in the attacks. A bus driver said that she heard a noise that may have been a
gunshot and that two students may have been on board, said Steve Martin, the Franklin County
sheriff's chief deputy.
Source: http://www.nytimes.com/2003/12/19/national/19OHIO.html

[Return to top]

DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP web−site (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHS/IAIP Warnings − DHS/IAIP Assessements, Advisories, and Alerts: DHS/IAIP produces three
levels of infrastructure warnings. Collectively, these threat warning products will be based on
material that is significant, credible, timely, and that address cyber and/or infrastructure dimensions
with possibly significant impact.

DHS/IAIP Publications − DHS/IAIP Daily Reports, CyberNotes, Information Bulletins, and other
publications

DHS/IAIP Daily Reports Archive − Access past DHS/IAIP Daily Open Source Infrastructure
Reports

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
nipcdailyadmin@mail.nipc.osis.gov or contact the DHS/IAIP Daily Report Team at
(703)883−6631

Subscription and Distribution
Information

Send mail to nipcdailyadmin@mail.nipc.osis.gov for more information.
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Contact DHS/IAIP
 To report any incidents or to request information from DHS/IAIP, contact the DHS/IAIP Watch at nipc.watch@fbi.gov
or call (202)323−3204.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment
of open−source published information concerning significant critical infrastructure issues. This is an internal DHS/IAIP
tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or
redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no
warranty of ownership of the copyright, or of accuracy in respect of the original source material.

11

mailto:nipc.watch@fbi.gov

